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Why to use Cloud resources
for Data Protection?



Top 3 reasons - why to use cloud
resources for availability?

1. Cost and usage - Cloud has a different cost model,
usually is pay-per-usage, no investment needed, usage
on demand

2. Management - Easier to manage, you don’'t need to
build and manage, easier to consume

3. Avallability — Cloud can easily solve the problem of the
offsite location, 3-2-1 becomes easy to implement

© 2016 Veeam Software. All rights reserved. All trademarks are the property of their respective owners.



Concerns and fears of Cloud



Top 3 concerns and fears of using
Cloud

Security — Is it secure?

Security — Is it safe?

Security — did | mention security?

Data localization — Data might be regulated by law or
company policies, to be kept in a specific location
Management — Cloud needs to provide users with the
tools to control and manage data. User should decide
policies.
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Security in Veeam Avallability Suite
— Data at Rest

= Veeam has built-in AES 256-bit encryption, giving you the ability to encrypt
backup files

= Veeam backup file is encrypted by a randomly generated encryption key.

= Each backup encryption key has two passwords. A backup job password
created by the admin and a public key automatically generated behind the
scenes by the Veeam Enterprise Manager and pushed out to all backup
servers.

= |If someone forgets the backup job password, using a challenge/response
system in Enterprise Manager you can still access your data without sacrificing
security.

= More info - https://helpcenter.veeam.com/backup/vsphere/data encryption.html
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Security in Veeam Avallability Suite
— Data at Rest
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Security in Veeam Avallability Suite
— Data In Transit

You can enable network traffic encryption for data going between
the source side and target side.

If encrypted data is intercepted in the middle of data transfer, the
eavesdropper will not be able to decrypt it and get access to it.
Veeam Backup & Replication encrypts the network traffic with
256-bit Advanced Encryption Standard (AES)

Data transferred between public networks is encrypted by
default
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Security In Veeam Avallabllity S

— Data In transit
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Backup in Cloud



Backup in Cloud

How to implement with Veeam B&R

Subscribe to a cloud backup provider

Add Cloud Provider Backup Repository
Configure connection traffic and security settings
Define Backup Copy Jobs

Configure security for Backup Copy Jobs

kb E



Backup in Cloud — adding Cloud SP

CLOUD CONNECT
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Backup in Cloud — Backup Copy
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Backup in Cloud — Restore
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Backup In Cloud — Things to
remember

1.

2.

You can use cloud backup repository to perform
recovery to on-prem

You can set retention policy on Backup Copy Job
options for data archival (not on cloud repository itself)
The feature of using cloud repository is included in all
Veeam B&R editions; it needs a subscription from a
service provider for consumed cloud resources



Disaster Recovery in Cloud



Disaster Recovery (DR) in Cloud

How to implement with Veeam Availability Suite

Subscribe to a cloud provider

Add Cloud Provider Replication Resources
Configure connection traffic and security settings
Define Replication Jobs

Configure security for Replication to Cloud Jobs
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Veeam Cloud Connect

Multi-tenant

Single port

SSL/TLS (no VPN required)
Transparent networking




Traditional DR Is complex

Networking

Need to reconfigure routing
Complex VPNs

Custom rules

Network overlaps

Other...




Overview — how It works
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Network extension appliance
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DR in Cloud — adding Cloud SP
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DR in Cloud -

=

Name

Replication

Data Transfer
Choose how VM data should be transfemed to the tanget site.

When replicating between remote sites, we highly recommended that you deploy =t least one backup
proxy server locally in both sites to allow for direct access to storage
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DR in Cloud — Recovery Failover
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DR In Cloud — Execute Failover Plan
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Disaster Recovery in Cloud —
Things to remember

1.
2.
3.

You can use cloud replicas to recover data

You can Failover and Failback to Cloud

While you are in Failover (partial or full failover) state,
the workload is running in the Cloud

Veeam allows full and partial failover, without complex
network settings

For failover purposes, public IPs and DNS should be
planned



Questions?



Thank you!
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