Secure Document Sharing

A fully secure document container with expanded user support

— Securely distribute documents directly to
the container

— Enforce user authentiatia®

— Allow users to edit and share atechnme nt

— Add, sync, and remove documents

— Protect sensitie dbcume ntswt D P
controls p—

— Integrates with SharePoint and other fle '
stores |

— Works with Secure Mail for easy el
atechnme nt ven g axd scur ity )




Secure Browser

A fully-functonal wb hons er o exface onp | iance and ontrd
access to content

— Defie RL fitas ad seuri typd i aes

=+ O D o v snnd s

o= — based on categories
s — Block known malicious websites
TR — Enforce whitelist exceptins to geci ft@
i L websites
= [ — Allow access to corporate intranet sites

— Restrict cookies, downloads, copy, paste,
and print features to prevent data leaks

— Disable natie axd 3d @rty wb lrons er s
- EOEEEEEEE e — Customizable event alertiy and repor it
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Auto Quarantiep

With ActieSync enabl e,
you can stil requi re gopr oval

v

End user receives an alert

(from Exchange or Notes)
v

Admin receives an alert
(from MaaS360)

v
Admin can view details, set policy,
and approve the device

Auto-Quarantine Settimgs
Baable Aulo-Guaianting of Bawions
Auta- apprave errelled devicen

ﬂmnah‘ﬂr‘mn wl mrinting derrcms

Esatie

Your mobile phone is temporarily
blocked from synchromizing using
Exchange ActiveSync untll your
adminisirator grants it access.
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OTA Confiyr ation Mn agengen t[

Passcode settipl
Corporate email, calendar and contacts

Wi-Fi and VPN profis? T e

Device features restrictins S s i i o e
— Camera RS
— FaceTime T —

Security Seftings
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Policy Enforcement

Automated actim o ron- conp | iant avent @

— Enforce MDM management — Encryptim appor t@

— Minimum OS version — Applicat;m cnp | ianc e
— Remote wipe support — Jailbreak / Root detectm?
— Roaming state change

— SIM change

' Gen-Fencing Rules

% Maonitoring Rules
= i

Tﬁi Expanse Moniloring Rides

» Enfarce Enrcllment

Eng.dre 5 and Androhd deaces are gnrcled in M0 and sdvansed

» Enforee OS5 Versions

1 that yeur managed covices arg up 5o date wity 0w required 05

% Enforze Remote Wipe Supporl
Ensure maraged devices support

% Enforce Encryption Suppart

% Enfarze Anplization Compliande
Ensurn davices ar i
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ermiant of the cevitt had nat been dissbled ar renovad By e |

wyilreraants [roqulred, disallnsed & white list policiss]. &pplicatior

il O paticy SEllings aas [}

% Restract Jailbroken (iOS] and Rooted (Andoosd) Davices
Enzure maraged devices are nat jalbaken or rooted, if

n

L A ; device and in violation of company polcy.
contact [T for remediation Instructions.

Alert Administrator
Alert User and Acministrator
Block

7 Selective Wipe | immediate ¢ 2 after warning

wipe -




Contextual Event Management

Locatin- Based Rl id e[
— Physical locatim (e g Aldress)
— Network connectlm (eg SIDH
Dynamic Policy Assignment
— Change policy on:
e Automated locatin ECheck in
o Automated locatin Eheck out

Geo-Fencing Rules
— Take actm o @@

» Device leaving specifil @ atia®

» Device entering specifaél | atial

Edit Address based Location

Locations

v
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BYOD Privacy Settig

Disable collectsm d @rsonal if o tion on asind e devi ce dl avi ces,

or a device group
— App inventory informaton@
— Locatin irf a ra tia®
— IP address and SSID

Privacy Settings

% Restrict Location Infarmation

G rdnal His4x P Addry ..I:Z. i
Galact Applicable Jamerchip Typos 3 Corporate owned
il
| Unknown
il
Select Applicable Deves Groun | Al Drdces
% Restrict App Inventory Infarmation
Ragirict adr stratare from collacting porse r '“u
5 i e
Select Applicable Ownership Ty pes . b i
(-

I | Unknown

Select Applicable Device Groua | 21 Devices

L

il

View Change History

Employee owned

Employas cwnad

Save




Mobile Expense Management ——

Data Usage L)
Real-tte sage mnitxrig ad d &ty —— e
Policies based on specift g aups - R

nage s o Dl 30, B0 136 i

Policies restrictiy @ lim tig r@amn g
Integrated reportiy axd anal ytics?
On-device app to monitor usage N
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Remote Help Desk Support

Reset forgoten cevi e @sscodel s
. ERNCEC
Locate lost device  (rrr— | EE—
. & Refresh Device Information _?;--' K '..“'“' Address:

BUZZ IOSt deVICe €, Last Known Location g Ln:at}nnﬁ Details (as of 05/10/2013 19:48

21 Send Message _-“:-' L aehd, '._:-,"r uTc 'S . e
Selectie w &L 9 D SREREGEGS e

F. Lock Device e

. . ¥ Reset Device Passcode

Full device wipe 0 L o

3 Wipe Device
Send message £ Change 108 Beiicy

L Change Plan

. Bistribute Ap

Change policy = PR

¥ Hide Device Record
Remove control i Sireehitaka

I Browser Actions
# Change Secure Browser Policy




User Self Service Portal

Dedicated end user portal URL
Authentiated va D o Iza M aS360x
Take actlm o avi @SB

. ' Hi John Smith, Welcome to MaaS360 User Self Service Portal
— Lock device

My Personal Information

— Reset device passcode 3 e i e P
— Locate device - Domain mycompany.com Employee ID 3542
— Wlpe dEVice l jsmith Windows Phone Action ~ Show Action History
— View actm h ga y@ [ ssmith iPhone , Adien
View person al & ﬁ i oma i 4 Refresh Device Infarmation
§, Lock Device smith iPhone 45
co rpo rate devices A
View hardware & | 3 Wipe Device (MDM Action) 056
network informatmez & Last Known Location
— View security & e o

compliance state

Current Carrer Not Available




Mobility Intelligence™

Dashboards deliver a real-tia, iteative gahicd smar y of yaur nwil el TR
environment and security overviews
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Mobile Metrics

Benchmark key
metrics

Compare against
other MaaS360
customers

Learn what others are
doing with mobility

Gain valuable insights
and opportunitse

Make a stronger
business case
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MaaS360 Device Management for Windows

Just as simple as managing mobile devices, all from a single portal

Supports XP SP3, Vista, Windows 7, 8 (including Pro), and 32-bit
and 64-bit where applicable

Gain Instant Insight
— Hardware inventory
— Softare iventa
— Security & compliance
— Custom attilut es@

Take Immediate Actni

— Enroll over-the-air

Deploy Windows OS patches

Distribute softa re v a &l f-servi

Send message

Lock device

Erase the hard drive 13




MaaS360 Managed Service for Windows

Delivered as a Managed Service

Supports XP SP3 and higher, Vista, Windows 7, 8 (Including Pro)
and 32-bit and 64-bit where applicable

Standard Windows installatin p acessh

Gain Instant Insight
— Hardware inventory
— Softare iventa
— Security & compliance
— Custom attilut es@

Managed Service Actins

— Send message

— Erase the hard drive

— Patch management

— Softare d grilutio® 14




MaaS360 for Mac OS X

Easy enrollment process as simple as MDM

Gain Instant Insight

— Hardware inventory

— Softare ivent a \a

— Network informatm@

— Softare irstd la

— Operatiyg systenf

— Missing OS patches

— Security & compliance
o AntiVi s
 Personal Firewall

— Data protectmp

— Custom attilut esi
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Simple Enroliment

Dhevin Erret s Regues!
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Cloud & Smarter Infrastructure

Unifid Bvie M nageng Nt Rhith IBM Endpoint Manager and IBM MaaS360

UConsolidated view of managed endpoints
(Laptops, Desktops, Servers, Mobile Devices)

(Detailed mobile device views

CAbility to drive simple actims o o bi le evi @&s
(Lock, Wipe, Locate, etc)

(Consolidated asset reportiyX

tLaunch in context to IBM MaaS360 portal from IBM Endpoint
Management for more complex workftwz
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Cloud & Smarter Infrastructure
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Within the IEM console, a list of MaaS360 registered devices are shown in the view:

B 18M Endpoint Manager Console
Fle Edt View Go Tools Help Debug |
miBack - W = |ﬁsr:w-|d;nc:;mm o2 Shows Non-R elevant Content | ’jmaﬁ-;nc:nmug
[Mobte Device Management
.+, Single Device View (MaaS360)
= &l Setup and Configuration
_il Sekup and Configuration Wizard (Maa5360)

@ alyses (11} Use this dashboard to view details of specific MaaS360 dewices.
# il Manage Components (3)

B[] Mobile Device Irventory
Basic Commands {4)

Single Device View

MDM Devices

&) All Mobile Device Management Content Filters... |
Device Hame User Name
Abvin Lige-Divide-Androsd ahvin
Efendi Chandrs-Divide-Android cetend
B oezs ipaa tcdarryl
Manny Santana-Divide-i0S santana
' Efendi Chandra-GT-P3100 ceferdi

Single Device View

Uge this dashboard 1o view details of specific MaaS380 devices
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Android
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IBM Service Engage
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IBM:Service Management

E“‘j%"“‘ﬁ the new wovld of s%wica manajamtzm

IBM Service Engage
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Cloud & Smarter Infrastructure

Service Engage Offerings Timeline ~Saa$S — SmartCloud Analytics
<> SaaS — SmartCloud Log Analysis

<> SaaS - SmartCloud Predictive Insights
<»SaaS — SmartCloud Orchestrator **
<»SaaS — Netcool Operations Insight **

<»SaaS - Mobile Device Mgmt (MaaS360)
<»SaasS - Application Performance Mgmt

<>*SaaS - Performance Mgmt for Applications &
Infrastructure
<> IBM Monitoring
<> IBM Application Diagnostics
«>*SaaS - SmartCloud Control Desk
«>*SaaS - Workload Automation
<>*SaaS - Maximo Asset Mgmt
<> SaaS - Maximo Inventory Insights

Q1 2014

Q2 2014 Q3 2014
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IBM Unified Endpoint Management

ManGae our devices acvoss The wovld

Start your jurney TODAY!

Marko Vahen, IBM
C&SlI, South East Europe
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