IBM Unified Endpoint Management

ManGae our devices acvoss The wovld

Start your jurney TODAY!

Marko Vahen, IBM
C&SlI, South East Europe




Focus: Plattrm & 4 age M del

Focus areas for mobile computing adoption (n=3885)

34%
Enterprise apps (cross-industry)

33 %

Android 70% <&

iOS (iPhone/iPad) 49% &R

Windows 7 35%
Blackberry OS 25%
16%

Embedded (any) 14% Gllobal positicning=enabled capabilities

Web OS 9% 13%

Entertainment

Planned mobile development platforms (n=2220)

27%

24%
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“Device diversity” - Android Fragmentatn in 213F
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“Device diversity” - Android Fragmentatn in 214F




Poorly
Protected
Infrastructure

| want visibility of the systems, endpoints,
mobile devices

including threat analysis

real time with proactive notification




Lack of
Policies

| want to develop and enforce IT policies
That allows me to automate the process

Not just defining the policies but also
assessing the risk posture, reporting on
the status, and remediating any
deficiencies



Poorly
Protected
Information

Protecting your information proactively

It's not enough to know where the information
resides, but it is key to understand

Knowing where your sensitive information
resides

Who has access

How is he entering and leaving




| want to manage my endpoints and mobile
devices effectively

A well managed endpoint
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secure endpoint, device



SCCD 7.5.1 - Excitiy & ©np el lig rw rd ese! &

New app headers — understand ticket in 5 seconds

Simplified and re-designed apps
Improved user experience P g pPp
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* View informatm aout resources isice and atsic tte dita enta B
— NewinSCCDonly-Multperdaded Cso amp lased o lusiress ervie tgol @y.?
*  Analyze the geographic distributin d irti &nts@ (either manually created or from monitoring and event

management tools).

New in SCCD only — Multi e Brent's / Itignts /R ol exs / Qanges /Asets /Gs o rap, Alvanced sarch and &
fitr c@pabi lity fo mp werlys.@ : . — R —
—  Drill down into details from map markers.

Get a full 360 on aresource

S L% ' View logical topology with incident & status overlay

. = TRRIDRREL Perform “What-if” impact analysis & view results on topology view R——

View geographlca topology of business services with status overlays
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Request Office Move

Request Software
Deployment to Mobile/ Laptop

&g

Request Software
License Purchase

Request VM

End Request Software
Jser Deployment (to server)
Request mobile device wipe
(lost device)
IT user
oriT Patch / Upgrade SW on
Staff Server or VM

Search Solutions KB
Report issue (open ticket)
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Control Desk
Incident —
Problem Mgmt

Control Desk
IT Asset &
SW License Mgmt

Control Desk
Change Mgr

Control Desk
Service Catalog
Admin

' Maximo SCCD

SW License
Audit Reports

Incident resolution & problem
diagnostics

Notification, Escalation

SW Licensgs

>

Integration with
procurement
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IBM Unifel [2vie M nagene ntl

Smartphones & Tablets = &)

.* &
0 moble  MaaS36(0)°  Mobile
Devices by Fiberlink, an 1BM compary Apps

ey

Saa$, On-premise, or MSP

Integrated Reportig@
?\ Comprehensive Security
PC’s, Macs, POS, ATMs - =& s lowestTCQ Distributed Data Centers

On and offretve r Physical and Virtual

¢ = E B O =& W

Patch Lifecycle Power Core Security & SW Usage & Servér
Management Management Management Protecting Compliance Analysis  Automatng  DAtacenters

Find and Fix problems in minutes across all enterprise devices

12




13

Gartner Is in your corner!
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IBM is the ONLY vendor who's a leader in all three Magic Quadrants!
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IBM Unifad [2vie M nage

Smartphones & Tablets = &)

RLLL ;e &
® Mobile M| 36(0)°  Mobile ®
Devices by Fibserlink, an 1BM company Apps =
=

Integrated Reportigk

?\ Comprehensive Security

PC’s, Macs, POS, ATMs TS s lowestTCO Distributed Data Centers

On and offretve r Physical and Virtual

¢ = E B O =& W

Patch Lifecycle Power Core Security & SW Usage & Servér
Management Management Management Protecting Compliance Analysis  Automatng  DAtacenters

Find and Fix problems in minutes across all enterprise devices
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Magic Quadrant
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IBM CIO Ofterdl saat Nh S360

& Saves $500,000

/“It took less than 3 days to integrate.” \
—Bill Tworek, Executie IT achi tect, 1BV

70,000+

15,000+

48,000+
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by Fibedfink, an 1BM company

<500

16

users migrated
in one month

users registered
within 24 hours

users registered
in 15 days

devices enrolled
per minute*
*at high point
help desk calls —
less than V2 of 1%

CASESTUDY - htys: //vB - B. sso. im con? sal e/suppor t/skp/ ¢/ M e/ r/ gnt 14035usen/ GVC 14035US EN FDF



MaaS360 Delivers an Integrated Approach

Complete Mobility Management

Comprehensive Mobile Security

% FISMA CSA v
_OnePlatfrm for AlYour M bi le Asets?
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Powerful Mobility Management

The Essentd

e SMS, email, URL enrollment

* Email, calendar, contact profiesC
* VPN and Wi-Fi settis &

» Device feature confiur atiaf

» Policy updates & changes

* Inventory management

» Compliance reportig

Device Enrollment,
Acceptable Use

Advanced Management

* Mobile app management

* Document sharing

» Event-based policies

* Proactie &pense contrd
* BYOD privacy settip@

» Shared device support

» Self service portal
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Enterprise App Catalog
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Robust Mobile Security

iy Device

Encryptin and @sscodesp
Jailbreak/Root detectm?
Locate, lock, wipe

+\  Applicatins@

Blacklist/Whitelist mobile apps
Wrapping and compliance rules
Remote wipe of managed apps

@ Web

Defie RL fites ad cadegri e
Allow access to intranet sites
Disable natie/ 3 party browsers

r115935
I e e

> Email

Auto-quarantie/access gpr oval
Contain emails and atechne nt s2
Remote wipe of work email

Documents

Password authentiatia®
Restrict copy, paste, share
Remote wipe of work fls

& Network

Confgure W-A and VPN p dile
Cert delivery and authentiatia®
Dynamic policy based on SSID
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How MaaS360 Works

o Maa$360°

L Management Console

_/’____\\
MaaS360°

Mobile Device Management
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ana3nia

Mobile App Management Exchange/
Office 365
Secure Document Management
Mobile Expense Management AD/LDAP
Lotus
g, BES
MaaS360

Cloud Extender Certs



Seamless Enterprise Integratng

MaaS360 Cloud Extender for plug and play hybrid cloud

Advanced control of email
access for mobile users

Leverage existiy d rectaies
and groups to manage users

Use corporate credentd s far
enrollment and authenttatia®

Integrate certftdes fa
advanced user authenttatia®

Install easily on any Windows

machine
24
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Not in-line and no points of

failure




Home Page — My Alert Center

Maa$360" A

My Alert Center

Lonl Amshyred: D3/10/20013 2156 UTC
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MaaS360 Secure Productii ty dui )

Dual Persona to separate personal and work data in the BYOD era

MaaS360 Secure Mail
MaaS360 Applicatin Scur 1ty

s ™
Maa$360

MaaS360 Secure Document Sharing

MaaS360 Secure Browser

A Trusted WorkPlace container for seamless security and productii
23



Secure Mall

An intuitie dftepralwctivity gpw th eail, dexda andcontacts

— Contains emails and atechne nts to
prevent data leakage

— FIPS 140-2 compliant, AES-256 bit
encryptin fo Gta & restr

— Restrict forwarding, moving, and screen
captures

— Conduct on-line and offlire
compliance checks prior accessing
emalil

— Enforce authentiatiy at ad pate

_ restrictims, and vev anl y ra de
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Applicatin SEcur 112

A mobile applicatsn onta rer wth fu | peratiaal ad seuri tyl
management to protect against data leaks

e — Enable user authentiatia®

“"U,. — — Prevent access from compromised

. devices

- — — Alert administrators of violatims
Gt — Take automated actims

e Boioume Bemooe — Restrict cut/copy/paste

S I e T — Limit data backup to iTunes




